Safeguarding Your Child’s Phone
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Why?

50% of 11 to 13 year-olds
65% of 14 to 15 year-olds
78% of 16 to 17 year olds

Pornography — have seen in some way
(shown/sent by someone else, search
for/stumbled up it)

Suicide Rate

2009 to 2015 - girls ages from 15-19,
suicide rates increased by 70%

2009 to 2015 — girls ages from 10-14,
suicide rates increased by 151%




A smartphone addiction
survey revealed that 99.2%
of users show some level of
fear and anxiety if they
accidentally leave their
phones.This s a sign of
nomophobia (Metro, 2021).

Smartphone Addiction Statistics FinancesOnline
You Can’t Ignore REVIEWS FOR BUSINESS

Smartphone User Behavior
number of times a user clicks, L] average time a person spends
2’6 17 taps and swipes phone daily 4 h 10 m I n on smartphones daily

7.8% S _
& 734% = 69.0% (© 66.0% _

feel anxious when bring their phones check their phones sleep with unlock their phones spend more time
they leave their in the toilet within 5 minutes their phones between 51 and 100 with their phones
phones at home before going to sleep times daily than their lovers

n The number of mobile phone users worldwide is steadily increasing

513 5.22

5.00 =
o~ 4.86 BILLION
. 4 . 70 BILLION
BILLION

2016 2017

B Teenage Smartphone Addiction

check phone messages and notifications after waking up

feel lonely, anxious, or upset without their phones

admit to spending too much time on their smartphones

parents who believe their kids are addicted to their smartphones

risk depression when they spend too much time on social media



How to—-This

i, iOS Family — Apple Family Sharing

IS Worth Your Apple ID for each member of the family

Ti me a nd Use parental controls on your child's iPhone, iPad, and iPod touch - Apple Support
Effort

Android Family

Google Family Link

Help keep your family safer online



https://support.apple.com/en-us/HT201304
https://support.apple.com/en-us/HT201304
https://families.google/familylink/
https://families.google/familylink/
https://families.google/familylink/

Invite Family
and Create
Child Account

< Settings
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Family

Will
Age 10

Olivia
Age 15

Dawn
Adult

Ashley

Parent/Guardian

Danny (Me)
Organizer

See what family members can access and share, and
manage child account settings and parental controls.

Family Checklist
3 New Items

-0

Invite Family

You can add one more person to your family.

+ Invite Others
©) Create Child Account

Child accounts can be created by a parent or legal
guardian for children 12 and younger.
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< Settings

gcege

Family

< Settings Apple ID

| ‘

SettingU Damn i
daniel_ricol@icloud.com

Name, Phone Numbers, Email

I l I .I
a I y Password & Security

Payment & Shipping Mastercard

Sharing -

iCloud

will
Age 10

Olivia

Age 15

Ashley

Parent/Guardian

Danny (Me)

Organizer

Media & Purchases

‘ Dawn
Adul
See wt
manage chilc

Find My

INewtama

On your iPhone, iPad, or iPod touch
1.Go to Settings.

2.Tap your name.

3.Tap Invitations.

To accept an invitation, follow the onscreen instructions. When
you join a family, you might be asked to confirm your account
information and to opt in to any features or services your
family set up.

Family Sharing Learn more...
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< Back Screen Time

HARPER'S IPAD (2)

Daily Average

32m © 10% from last week

Screentime S
B i

See All Activity

Updated today at 2:55 PM

Downtime
Off until schedule

App Limits

Set time limits for apps.

Communication Limits
Set limits based on contacts.

m Communication Safety

Set up coaching in Messages.

= Always Allowed
a¥ Choose apps to allow at all times.

) Content & Privacy Restrictions
Block inappropriate content.




Set Content &

Privacy
Restrictions

1.Go to Settings and tap Screen Time.
2.Tap Turn on Screen Time, then tap it again. Choose "This is My
[Device]" or "This is My Child's [Device]."

3.Tap Content & Privacy Restrictions. If asked, enter your passcode,
then turn on Content & Privacy Restrictions.

Make sure to choose a passcode that's different from the passcode
that you use to unlock your device

2:56 o T @)

<{ B..k Content & Privacy Restrictions
Content & Privacy Restrictions Y

iTunes & App Store Purchases
Allowed Apps

Content Restrictions

PRIVACY

Share My Location Allow
ALLOW CHANGES

Passcode Changes Don’t Allow
Account Changes Allow
Cellular Data Changes Allow
Driving Focus Allow
TV Provider Allow
Background App Activities Allow



Content and
Privacy

PreventiTunes
and App Store
Purchases

< Back iTunes & App Store Purchases

STORE PURCHASES & REDOWNLOADS
Installing Apps Allow
Deleting Apps Allow

In-app Purchases Don't Allow

REQUIRE PASSWORD
Always Require

Don't Require v

Require a password for additional purchases after
making a purchase with daniel_ricol@icloud.com
from the iTunes, Book, or App Store.




Content and
Privacy

Allow built-in
apps and
features

9:41

< Back Allowed Apps

5 wmail
@ Safari

@ FaceTime

:} SharePlay

Camera
a Siri & Dictation
Wallet
(@) AirDrop

CarPlay

iTunes Store

(AR Book Store

¥ Health

Fitness
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Content and Privacy

< Back Content Restrictions

ALLOWED STORE CONTENT

Music, Podcasts, News, Fitness  Clean

Music Videos Off

Prevent Explicit
Content and Content .

- TV Shows TV-Y7
Ratings
Apps 12+
App Clips Allow
WEB CONTENT
Web Content Limit Adult Websites
SIRI
Web Search Content Allow
Explicit Language Allow

GAME CENTER

Multiplayer Games Allow with Everyone

2:59 )



Content and
Privacy

Prevent Web
Content

9:41 U | T @

< Back Web Content

WEB CONTENT

Unrestricted
Limit Adult Websites

Allowed Websites

Limit access to many adult websites automatically.
Specific allowed and restricted websites can be
added below.

ALWAYS ALLOW:

Add Website

NEVER ALLOW:

Add Website
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<{ B..k Content & Privacy Restrictions

Content & Privacy Restrictions & )

Allow Changes
to Privacy S
Settings

Share My Location Allow

ALLOW CHANGES:

Passcode Changes Don’t Allow
Account Changes Allow
Cellular Data Changes Allow
Driving Focus Allow
TV Provider Allow

Background App Activities Allow




ScreenTime

< Back Screen Time

Daily Average

32m © 10% from last week

See All Activity

Updated today at 2:55 PM

0 Downtime
W Off until schedule

App Limits

Set time limits for apps.

Communication Limits
Set limits based on contacts.

Communication Safet
v

Set up coaching in Messages.

Always Allowed

@a¥ Choose apps to allow at all times.

@ Content & Privacy Restrictions

Block inappropriate content.




Always
Allowed
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< Screen Time Always Allowed

ALLOWED CONTACTS

Limit who Kensie can communicate with during
downtime. Limits apply to Phone, FaceTime,
Messages, and iCloud contacts

Contacts Everyone

ALLOWED APPS
ys allowed apps are available during downtime,

or if you selected the “All Apps & Categories” app

limit.

Q bt Messages

() e FaceTime

Q 5 Maps
@® B Camera
© O ciips

(] Music

CHOOSE APPS:

= r
& ~ Amazon

waJ App Store

L Apple Store
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< Back Communication Safety

SENSITIVE PHOTOS IN MESSAC

100% (@)

Av [:N

(650) 555-8997

Check for Sensitive Photos

5 can detect nude

\®
| on your child’s

photos before they'

ice, and provi

iMessage
Today 9:40 AM

appropriate resources to

s not have &

Communicat
S afety View Child Safety Resources

safe choice. Apple doe

Learn more...

Resources to have ct

versations with your child

about digital safety to

vics like sex

ing and nudes
This may be sensitive. View photo...
ANALYTICS & IMPROVEMENTS

Talk to someone you trust if you feel uncomfortable or need

(SR

Improve Communication Safety You're not alone, and can always get help from

someone you trust or with trained professionals. You
sharing can also block this person.

are
ynally identifiable.

, iith Apple. About Message a Grown-Up
ety & Privacy...

Ways to Get Help

Block Contact

Cancel




Message someone they trust

As an additional precaution, the child has the option to message an adult that they trust about the photo. If
the child is under 13, Messages prompts the child to start a conversation with their parent or guardians

Mew iMessage

Hay, I'd like to talk 1o you stout
B aphae

P OOCe0

gw e r t yu

Communication
Safety

asdf gh jk
@ z x c vbnmi@aE

23 (1§ D space @ et

If the child chooses to view or send an image that contains nudity
I the child chooses to view or send the photo, Messages confirms that they're sure they want to do so
and suggests alternatives, again reassuring the child that it"s okay not to participate and that more help is

avallable.

It's your choice, but
make sure you feel
safe.

This photo could
be sensitive.
Are you sure you
want to view?

e

Message a Grown-Ugp

I'm Sure

View




Communication
Limits

3:10 .
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< Back Communication Limits

Limits apply to Phone, FaceTime, Messages, and
iCloud contacts. Communication to known
emergency numbers identified by Kensie's carrier is
always allowed.

ALLOWED COMMUNICATION

During Screen Time
Everyone

Limit who Kensie can communicate with during
allowed screen time

During Downtime
Everyone

Limit who Kensie can communicate with
during downtime.

Manage Kensie's Contacts : U

Contacts 175

Changes to contact cards will only apply for Kensie.

Allow Contact Editing : U
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< Screen Time  App Limits
App Limits ¢ s;_/

Set daily time limits for app categories you want to
manage. Limits reset every day at midnight.

Messages
Off

All Apps & Categories
30min, Every Day

All Apps & Categories
30min, Every Day

Add Limit




Downtime
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31 .
{ Screen Time  Downtime

During downtime, only apps that you choose to allow
and phone calls will be available.

Turn On Downtime Until Schedule

A five minute downtime reminder will be sent and
downtime will be turned on until schedule resumes

Scheduled 9

Scheduled turns on downtime for the time period you
select. A downtime reminder will appear five minutes
before downtime

Every Day v

Customize Days

From 8:52 PM

To 6:00 AM

Downtime will apply to Kensie's devices. A downtime
reminder will appear five minutes before downtime
begins.

Block at Downtime L,/‘

The device will be blocked at downtime. Kensie will
be able to ask
guardian.

for more time from a parent or
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Screentime

< Back Screen Time

HARPER'S IPAD (2)

Daily Average

What is your Screen 32m © 10% from last week

time and total pick
ups?

T 0P e A T I
T

See All Activity

Updated today at 2:55 PM &

Downtime
Off until schedule

5

App Limits

Set time limits for apps.

g7 Communication Limits
& Set limits based on contacts.

Communication Safet
:

Set up coaching in Messages.

¢ Always Allowed

@a¥ Choose apps to allow at all times.

Content & Privacy Restrictions
Block inappropriate content.

@




Apps outside
of Apple —

Netflix, Hulu,
Tik Tok,
Snapchat
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‘ Google Family Link

Google LLC

What's new e 3
Last updated Mar 31, 2023

| |
G oo Ie Fa m I I Family Link has been redesigned to have a more
streamlined look with 3 tabs (Highlights, Controls,

and Location) and new features like “Today only” ...

[
LI n k Rate this app

Tell others what you think
PAGEENED A S * G * SR A ¢

Write a review

For Android Users

1. Howtosetitup

2. How to set up digital ground rules Developer cortact v
3. Manage your child account )

About this app ->
4. Stay connected and know for peace of mind Stay in the loop as your child explores on their

compatible devices.

Tools Parenting Parental control

1 O <
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Does your child have a Google
Account?

They’ll need an account ending in @gmail.com in
order to set up supervision for them

Create a Child
Gmail/Sync

-gmail.com

-Create right on the phone for the
child



835 Ei c @ _‘_ B L= ”’-Sf‘r all 59%-
VLGB LEE -

)]

Sl 68%m

&
Lo

Google

Basic information If don't have a Gmail for

Enter Susie’s birthday and gender your child will have to Get your child’s device
Month Day Year Set u p
Novemktw 16 2016 B) Open Settings
Gender
{ Rather not say - 2 For Android devices, go to Google, then
Parental controls
For Chromebooks, go to People, then
Parental controls
_ 3 Follow the steps to set up parental
1. Open Settings controls
2. Goto Google then Parental
Controls 4 Tap Done below when you're finished

3. Chrome books, go to
people

4.  than parental controls

5. Follow steps to set up

parental controls
Need help? @
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Digital Ground -
Rules/Screen o
. Set daily limits
TI I l Manage the amount of time your child
spends on their device daily
Galaxy S8
Weekdays B = %
Mon—Fri : WRTE
Limit _
ohr Edit o Q
Tdday’s limit No downtime
Weekends 1h 55m left Tonight
. — Sat—S
-when you first set up limits you can choose e
weekdays and weekend time Limit _ g6 opplimits >
ahi Edit Set time limits and block apps
) ) } Limits can be adjusted anytime by visiting Content restrictions
—Once set up you Can go Into famlly |mk settings, selecting Google, then selecting parental Manage search results, block sites
-Hit today and change limits at anytime gofitrols
Highlights Controls Location
1] @) <

11 O <



Content
Restrictions

1.0pen Family Link

2. Content Restrictions
3.Google Play

4. Require Approval

200 R CR@IP O - =5 all 55% 8
& Content restrictions

Google Play

YouTube

Google Chrome

Google Search

Google Assistant

Google Photos

22 CRIFPOA - Zrall 55% =

<  Google Play Store

Manage what Susie can browse, purchase, or
download on Google Play.

Purchases & download approvals

- Require approval for

All content

Content restrictions
Choose what Susie can browse on Google Play.

ﬁ Apps & games

Everyone
Movies
i §
G
TV
(.
TV-Y
m Books

Restrictions on
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Kids Side of
Phone

Approve download
Messenger
e Meta Platforms, Inc.
* 41 ¥ 5B+ ﬁ Everyone $ In-app purchases

View permissions

When they download application

Susie's request expires in 23 hours

-Hit ask in message DENY  APPROVE

-You get an alert that they want to Google Play

download Ask your parent

—24 hOU r to respond A parent has to say it's OK for you to have this
item. Learn more




Limit on
Apps on

Phone

1.Family Link
2.App Limits
3. Pick an App

4. Block/ Set Limit/ Always Allow

230 A T ® i $ O - Zhal 53% =@
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Today, April 22
‘ .
2 min

3m

Om
Sun Mon Tue Wed Thu Fri Sat

(Time spent v) [ 0 blocked ] [ 0 with limits J E

~ Google
Tori ® Samsung Gallery
Gmail

M Less than 1 min @ @

Block Set limit Always allow
a Samsung Gallery
Less than 1 min
App details m
# Google Chrome: Fast & Secure



Knowing

What Child
Looking At

Privacy Settings

Manage what gets save to your child's
google account. You cauan see the
history of what they are looking at

D)}

333[ICRLEP - 6 ql 51%8

<  Account data settings

Manage data that gets saved to your child’s Google Account

ACTIVITY CONTROLS

Also allow your child to change these @
settings

Web & App Activity

Choose whether to save your child's activity on Google
sites and apps, including searches and associated info
like location. You can also choose to save audio
recordings and save additional activity from sites,
apps, and devices that use Google services, including
Chrome history.

YouTube History

Choose whether to save the videos your child watches
and the things they search for on YouTube

OTHER ACCOUNT SETTINGS



Stay
Connected on

the go

With Family Link, you can locate your
children on one map as long as they

are carrying their phones. Family link will
provide you with notifications on when
your child arrives or leaves a certain
location it can also view remaining
battery life.

,’:&61 ul 51 0/0 -

13th St SW ‘o O'

336RICRIBP -

VYIS

Sioux County |
Livestock Co

14th St SE

New Life Church o

) Dairy Queen |Grill & Chill
art Supercenter

Melissa's Hope Chest

D, E M Salc
Culver's &3 19th St SE
@
Pizza Hut (Y Regency Park
410th St 410th St
Vreug
C ~tic
Google
Susie Family places

&) 1919 S Main Ave, Sioux Center, |A 51250, USA



Kids Family places

Peace of
M ind @3 Elzfnztary School

B 56% Now
- Blake
@ Fox Cinema
B 87% Now
ﬁ Emma
ca2 Rob's Cafe
Get notified when: & 15% Now

g} Casey
Arrives ‘
Leaves .



You're In
Control

1.Hit the phone they have up
top

2. Lock it or play sound if lost

®

Unlock

Device settings

I

Galaxy S8

@ 12 min « @ 60% « @ Online today

N

Play sound

©)

Bonus time

Time for a break

Your parent locked this device

screen time settings anytime
rental Controls app on
this device

Unlock device Emergency




Apps outside
of Samsung -

Netflix, Hulu,
Tik Tok,
Snapchat




Life 360

Location Sharing App




Location 5
History

15th <t}

14th St NE



Place Alerts

LIFE360 now
Kyla arrived at Middle School

LIFE360 now
Kamal left Work

LIFE360 now

Mark arrived at Target



Crash
Detection

- 92%

l"l ? -

Noah

Last updated now

%5 =
2

LIFE360 now

Emergency services are on the way.

W Dorado Pl
(%)

Mossbruhcker Park

W Bowles A

The Ridgié at West
Meadows Park

«
\

@

Noah
Crash Detected
Since 7:52 am

Weeldy-RaivonDopeats



~

50 mile drive

3:37 pm - 4:24 pm (47 min)

\
3\

/

Driver
Reports

142 Indian Park Dr 3:37 pm

Home 4:24 pm




Memberships

MOST POPULAR

Gold Platinum

$14.99/mo $24.99/mo

F ree 'fjb Includes Tile Mate* ::I::.Clﬁ?es Tile starter
$0.00/mo /7 A $25 VALUE ‘ A $55 VALUE

MEMBERSHIP BENEFITS MEMBERSHIP BENEFITS MEMBERSHIP BENEFITS

2 days Location History 30 days Location History 30 days Location History
2 places with Unlimited Alert Unlimited Place Alerts 50 miles Free towing
Family Driving Summary %25K Stolen Funds Reimbursement $IM Stolen Funds Reimbursement
505 Help Alert %250 Stolen Phone Protection $500 Stolen Phone Frotection
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